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AirMaestro RF Monitoring Console
Adobe® Flash® Applications

Turn-key Applications for Viewing the RF Interference and Event Database and
Advanced RF Spectral Displays from the AirMaestro RF Monitoring Service

The AirMaestro RF Monitoring Service provides comprehensive and centralized monitoring of the radio frequency (RF)
environment for real-time management and investigation into historical interference events. The RF Monitoring Service
collects interference and event data from remote systems with embedded AirMaestro RF Signal Analyzers and
manages the information in a centralized database. The RF Monitoring Console applications are Adobe Flash
applications that access the database through APIs and provides turn-key displays for fast and easy integration into
existing WLAN management systems.
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Advanced Spectrum Displays
The RF monitoring console supports advanced spectrum displays for remote visibility into the RF environment for
diagnostics and troubleshooting. This includes the ability to receive real-time RF spectral and channel quality data from

Monitored Devices. Through the API interface, this data can be received and the following displays can be generated

e Consolidated Interference Log e Persistence Graph e Channel Quality Display
e Centralized Event Log e Scrolling Spectrogram with e Channel Utilization Display (both
e Spectrum Analyzer interference classification overlays WLAN and non-WLAN)

OEMs can develop their own displays or utilize the AirMaestro RF Monitoring Console applications. The AirMaestro
advanced spectrum displays are available as flash applications. This allows WLAN equipment manufacturers to easily
integrate the RF Spectrum Analysis console displays with their existing WLAN management web user interface and
provide a single user interface for WLAN monitoring and management.
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AirMaestro Interference and Event Log Display

Product Data Sheet

The AirMaestro Interference and Event Log Display provides an interactive graphical user interface to query the
interference and event database and view the summarized results of the query. This allows a user to centrally view all
of the interference events detected across the network, along with any channel change events or alerts that were
generated by the RF Monitoring Service. Event information is organized in tabular format, with a single event per row.
The columns in the table can be sorted in ascending or descending order. In the screen capture below, the table is
sorted to display the active interferers at the top. Active interferers have a red activity icon and the log entry text is in
bold. When the interference stops, the activity icon changes to grey and the log entry text is no longer bold.

Event I Event Type  Event Sublype | Sensor Group | Duration Start Time Stop Time Event Description =
@ 3243 Interferer  Microwave Oven mach_dev_ 0_1 group 0 00:02:11 ThuMay 27 2010 11:41:09 ... - Affected Channel: 1,2,3,4,5,6 _

® 3242 Interferer  Microwave Oven mach_dev_ 0 .. group_3 00:02:12 Thu May 27 2010 11:41:08 ... - Affected Channel: 1.2,3.4.5.£j
@ 3211 Interferer  Bluetooth mach_dev_ 0_1 group_ 0 00:02:12 ThuMay 27 2010 11:41:08 ... - Affected Channel: 1,2,3,4,5,
@ 3239 Interferer  Inverter Micro.. mach_dev_ 0_2 group_0 00:02:12 Thu May 27 2010 11:40:48 ... - Affected Channel: 1,2,3,4,5,
@ 3238 Interferer  Inverter Micro... mach_dev_ 0_.. group_4 00:02:13 Thu May 27 2010 11:40:47 ... - Affected Channel: 1,2,3,4,5,
0 =220 AICS WLAM ID: 0 mach_dev_0& group2 | 00:00:00 | ThuMay 27 2010 11:41:00 AM | Tho May 27 2010 11:41:00 &M WLAN ID: 0 Current Channel: 1
W =7 Initerferar Wireless game c... mach_dev_02  group 0 00:02:13 | ThuMay 27 2010 11:40:47 AM | Tho May 27 2010 11:43:15 8M  Affected Channelt 1,2,3,4,5,6.7,8
0 = Interferer Inverter Microw,.. mach_dev_07  group 2 | 00:02:10 | ThuMay 27 2010 11:40:20 AM | Tho May 27 2010 11:43:15 8M Affected Channelt 12,345,678
W 234 Interferer FHSS Cordless P... mach_dev_07  group2  00:02:11 | ThuMay 27 2010 11:40:19 AM | Tho May 27 2010 11:42:50 AM  Affected Channelt 1,2,3,4,5,6,7,8
» =% Interferer Inwverter Microw,.. mach_dev_0_17 group 5 00:02:11 | ThuMay 27 2010 11:40:19 AM | Tho May 27 2010 11:43:15 8M  Affected Channelt 1,2,3,4,5,6,7,5
o = AICS WLAM ID: 0 mach_dev_04 group 1 | 00:00:00 | ThuMay 27 2010 11:40:00 AM | Tho May 27 2010 11:40:00 &M WLAN ID: 0 Current Channel: 3
9]~ 232 Interferer S-Band Motion ... mach_dev_0_9 group 3 00:02:35 | ThuMay 27 2010 11:39:54 AM | Tho May 27 2010 11:42:50 AM Affected Channel: 1,2,3,4.5,6, Ce
;m " Interferer Unknown mach_dev_03  group 3 | 0mO0:2F | ThuMay 27 2010 11:3%:26 AM | Thu May 27 2010 11:3%:53 &M Affected Channel: 1,2,3,4.5, Cen
; O 3230 AICS WLAM I0: 0 mach_dev_0_4 group_1 | 00:00:00 | ThuMay 27 2010 11:33:00 AM | Tho May 27 2010 11:3%:00 &M WiLAN I 0 Current Channel: £
E 0 =2 Inkerferer Digital Baby Mor.., mach_dew_08  group 2 0m00:33 | Thu May 27 2010 11:38:52 &M Thu May 27 2010 11:39:25 M Affected Channel: 1,2,3,45, Cen
] W =27 Inkerferer Anzlog cordess . mach_dew_03  group_l | 0MO0:30 | Thu May 27 2010 11:38:20 AM | Thu May 27 2010 11:38:51 &M Affected Channel: 12,345,678
0 22 Inkerferer Analog cordless .. mach_dev_0_13  group 4 00:00:30 | ThuMay 27 2010 11:38:20 AM | Thu May 27 2010 11:35:51 AM Affected Channels 1,2, Center Fr
Q 0 22 AICS WLAN ID: 0 mach_dev_09 group 3 00:00:00 | ThuMay 27 2010 11:38:00 AM | Tho May 27 2010 11:35:00 &M WiLAM I 0 Current Channel: 4]

W =2 Inkerferer Digital Baby Mon., mach_dev_04  group 1 00:00:45 | ThuMay 27 2010 11:37:35 AM | Thu May 27 2010 11:32:20 AM  Affected Channelt 1,2,2,45, Cenl |

| | [ ] [+ |*

Get Next 100 Entries

Control panels are available on the left of the display. These allow the user to change the columns displayed on the
table, as well as filter the database for specific events, interferers, groups of sensors and time frames.

Event ID Event Type | Event Subtype Sensor Group | Duration Start Time Stop Tim 4
ad 3002 Interferar  Unknown mach dev 07 group.2  O0:00:00  Thu May 27 2010 10:42:35 &M Thu May 27 2010 1
W 001 Interferar  Elustooth mach_dev_ 09 group 3 | 00:00:27 | Thu May 27 2010 10:42:07 &M | Thu May 27 2010 1
W 2000 Interferer  DESS Cordless Phane mach_dev_ 06 group 2 | 00:00:13 | Thu May 27 2010 10:41:47 88| Thu May 27 2010 1
9 Interfersr D555 Cordless Phone mach_dev_0_16 group S | 00:00:20 | Thu May 27 2010 10:40:46 AM | Thu May 27 2010 1
et Rt Interferar  ‘ireless game controller  mach_dev_06 group_? | 00:00:00 | Thu May 27 2010 10:41:46 &AM | Thu May 27 2010 1
B o2 97 ] LA T 0 mach_dev_0.3 group_3 | 00:00:00 | Thu May 27 2010 10:41:43 AM | Thu May 27 2010 1
() mach_dev_0_5 O % Interferer  Wiireless Video Camera mach_dev_0_2 group_il | 00:00:3% | Thu May 27 2010 10:41:07 &M | Thu May 27 2010 1
() mach_dev_0_7 0 2995 Interferar  ‘Wireless Vides Camera  mach_dev_ 0 12 group 4 | 00:00:33 | Thu May 27 2010 10:41:06 &M | Thu May 27 2010 1
L @ mach_den_08 0 299 Interferar  Elustooth mach_dev_02 group 0 | 0D:00:00 | Thu May 27 2010 10:40:06 &M | Thu May 27 2010 1 ',J
oun_3 SrEEE] Alcs WLAMN I 0 mach_dev_09 group 3 | D000 | Thu May 27 2010 10:40:43 &M | Thu May 27 2010 1
! B W o9z Interferar  ‘Wirsless video Camers  mach_dev_0F group_2 | OD00:37 | Thu May 27 2010 10:40:28 &M | Thu May 27 2010 1
o 0 Interferar  Trwarter Microwave Oven mach_dev_07 group_? | 00:00:00 | Thu May 27 2010 10:40:27 &M | Thu May 27 2010 1
0 Interferar  ffireless video Camera  mach_dev_0_17 group 5 | 00:00:33 | Thu May 27 2010 10:40:27 &M | Thu May 27 2010 1
W 90 Interferer  Inwerter Microwave Cven mach_dev_07 group_2 | 00:00:00 | Thu May 27 2010 10:40:27 &M | Thu May 27 2010 1
Group Detail ® 2991 Interferer  ‘Wireless Wideo Camera mach_dev_0_17 group 5 | 00:00:3% | Thu May 27 2010 10:40:27 &K | Thu May 27 2010 1
w29 Interfersr  Tlegal jamming device  mach_dev_ 0.4 group_t | 00:00:23 | Thu May 27 2010 10:40:03 &M | Thu May 27 2010 1
Graup MName: W 2989 Interferer  Tlegal jamming device rach_dev_0_14 group_4 | 0000:23 | Thu May 27 2010 10:40:02 AM | Thu May 27 2010 1
group_2 W 297 (e WLAN ID1 0 mach_dev_0_11 group 3 | OD:00:00 | Thu May 27 2010 10:3%:43 &AM | Thu May 27 2010 1
[ <] [ | e Interfersr  FHSS Cordless Phone mach_dev_0F group_t | 00:00:57 | Thu May 27 2010 10:33:05 &AM | Thu May 27 2010 10 |
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AirMaestro Spectrum Analyzer Display

The Spectrum Analyzer display plots the amplitude vs. frequency for the detected RF energy. The frequency along the
x-axis can be displayed as either frequency (MHz) or Wi-Fi channels. Both the instantaneous amplitude (the last data
point collected over a 100 msec period) and the maximum peak hold amplitude (the highest data point collected over a
100 msec period) are dynamically plotted. The instantaneous data is plotted in yellow, while the peak hold data is

plotted in blue. The colors are user configurable.

Spectrum Analyzer Display
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Control panels are available on the left of the display. These allow the user to change configuration settings for the

display, adjust the frequency band for the display and add markers for measuring values on the display.
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AirMaestro Persistence Display

The Persistence display plots the amplitude vs. frequency for the detected RF energy. Both the instantaneous
amplitude (the last data point collected over a 100 msec period) and the maximum peak hold amplitude (the highest
data point collected over a 100 msec period) are dynamically plotted. The color of a pixel on the display represents the
number of times the energy was detected at that specific frequency and amplitude, with blue representing the least

frequent and red representing the most frequent.
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Control panels are available on the left of the display. These allow the user to change configuration settings for the

display, adjust the frequency band for the display and add markers for measuring values on the display.
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